
Worcester County Public Schools
Teacher Device User Agreement
1.  Ownership of your Device
1.1 Receiving Your Device
You must read through this document and sign a use agreement form, stating that you have read it and understand all of the information included.
 

1.2 Ownership of Your Device
Each device is purchased and owned by Worcester County Public Schools (WCPS).  When a teacher is assigned a device, they are essentially “borrowing” that device for the length of their employment with Worcester County Public Schools.   Taking good care of the device is very important!   Devices are labeled with a serial number that is associated with the individual to whom it is assigned. This information is maintained at the Central Office.  
1.3 Device Management
The device will be managed by the central office using a cloud-cloud based management system for Apple products. This product allows WCPS to manage applications on the device, but also provides security features to protect from malware and other security breaches.
1.4 Returning Your Device
When teachers no longer work for WCPS, they are expected to return the device immediately upon resignation, termination, or retirement. If a teacher transfers to another school, the device will go with the individual. Appropriate applications with be added/removed dependent upon the grade level assigned. 
 

2. Taking Care of your Device
Teachers are responsible for the general care of the device. Devices that are broken or fail to work properly must be taken to the technology coach assigned to your building for an evaluation of the equipment. Replacement of lost iPad pencils are the responsibility of the individual.
 
2.1 General Precautions and Screen Care
 Use ONLY a clean, soft cloth to clean the screen; do not use cleansers of any type.

 Cords and cables must be inserted carefully into the device to prevent damage.

 Devices must remain free of any non-WCPS writing, drawing, stickers, or labels.
 Avoid bumping or dropping your device or putting excess pressure on the screen. 

 
2.2 Protecting Your Device 
It is recommended that you protect your device with a case. Cases are provided by WCPS. Using a case will prevent accidental damage.

3. Using your Device at School or Home

Devices are intended for use at school each day. You may use your device outside of school, but you must bring it to school every day. Student data privacy is of the utmost importance and must be carefully protected.
 
3.1 Classroom Use

NO personally identifiable student information may be posted or used by employees, including photographs, without parent consent. Ethical use of your device is required at all times. When using written materials, photographs, videos, or other content created by others, appropriate citation must be given. 

3.2 Screensavers & Background Photos
Inappropriate media may not be used as a screensaver or background photo.  Presence of guns, weapons, pornographic   materials, inappropriate language, alcohol, drug, and gang-related symbols or pictures will result in disciplinary actions.  

 

3.3 Camera
The camera feature and associated video and sound editing tools on the device allow easily accessible content creation and can be very useful for class projects and other creative endeavors. The camera may never be used to take photos of other people without their permission or students without their parents’ authorization.  Photos or video taken with the device should not be posted to any social media site without appropriate permission and must conform with the mission and philosophy of the school system.   Photos may also not contain identifiable information about students.  

 

3.4 Use during Outside Time
Teachers are permitted to use the device when not in school for personal use, at their own discretion.  It is expected that all device activity should be of a responsible nature.   Teachers should exercise caution, sound judgment and common sense when using various sites. 

 

3.5 Social Media

It is expected that all social media networks are separated by personal and professional accounts.  Personal info should not be posted on professional networks and vice versa.  Professional social media should be utilized to enhance instruction, and must be in compliance with existing policies and applicable laws, including, but not limited to, prohibitions on the disclosure of confidential information and prohibitions on the use of harassing, obscene, discriminatory, defamatory or threatening language.  

 

3.6 Inspection
All devices are subject to inspection by WCPS technology staff at any time to ensure that they are used and cared for properly. 

 

4. Communication with WCPS Students
Employees who work with students and communicate with students through professional social media sites should follow these guidelines:

 

4.1 Notifying Parents
Each school year, you must notify parents about the non-schoolwide applications that their children will be invited to participate in to enhance and support WCPS curriculum. Teachers will inform parents about the purpose and nature of the communication. This does not include districtwide programs, such as online texts, learning management system, or assessment systems. 
 4.2 Communication with Students on Personal Social Media 

Personal social media between WCPS employees and students is prohibited. Inappropriate personal social media communication between employees and students is subject to disciplinary action.  Communication with family members and communication prompted by any emergency situation are permissible on a case-by-case basis.  WCPS staff should notify an Administrator of any emergency situation. 

 
5. Press Inquiries 

5.1 Any press inquiries received via professional social media sites should be referred to the Coordinator of Public Relations.

 
Usage, Software and Storing Documents
 

6.  Originally Installed Software and Additional Software
 

6.1 Saving Work to the Device
Teachers may save work in several applications. It is recommended that teachers save important work to an external storage location (OneDrive) or email it to themselves in order to provide a salvageable backup copy.  It is the teacher’s responsibility to ensure that work is not lost due to mechanical failure or accidental deletion.  Device malfunctions are not an acceptable excuse for not submitting work. Devices may need to be wiped and restored at any time and you may be asked to make plans to transfer documents from the device to cloud storage, such as OneDrive. If this happens, individuals will be given notice. 

 

7. Repairing/Replacing your Device
7.1 Damaged or Malfunctioning Devices

The protocol for a device that is not working properly is to contact the technology coach assigned to your building and explain what is not working properly. A limited number of devices will be available at each school to lend to teachers while theirs is being repaired/replaced.
7.2 Damage as a Result of Neglect, Misuse, or Abuse

Teachers are financially responsible for all damages or loss of the device caused by neglect, misuse, or abuse.

7.3 Lost or Stolen Device

Devices that are misplaced or stolen should be reported immediately to the tech coach assigned to your building.
 

 WCPS Online Educational Systems Audit
8. Any apps, software or online program which asks for student info, must be evaluated. 

If any PII (Personally Identifiable Information) is requested by a program or app, regarding students, the program or app MUST be approved by the WCPS.  You must send a request to see if you are able to use the program.

 8.1 FERPA laws

The Family Educational Rights and Privacy Act prohibits teachers from disclosing personally identifiable information of students to any program that does not have a strict Privacy Policy.  The program MUST agree in their privacy policy that they will NOT share any of the info you put in with a third party, sell the info or use it for their own data purposes.  

 

8.2 FERPA specifics or exceptions

Generally, schools must have written permission from the parent or eligible student in order to release any information from a student's education record. However, FERPA allows schools to disclose those records, without consent, to the following parties or under the following conditions (34 CFR § 99.31):

 School officials with legitimate educational interest;

 Schools to which a student is transferring;

 Specified officials for audit or evaluation purposes;

 Appropriate parties in connection with financial aid to a student;

 Organizations conducting certain studies for or on behalf of the school;

 Accrediting organizations;

 Compliance with a judicial order or lawfully issued subpoena;

 Appropriate officials in cases of health and safety emergencies; and

State and local authorities, within a juvenile justice system, pursuant to specific State law.
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